Fingerprint Identification Device 
Equipped With A User Recording Unit 

5 Field Of The Invention 

This invention relates to a fingerprint identification device which can discriminate 
between different individuals by their fingerprints. Specifically, the fingerprint identification 
device according to present invention is equipped with a user recording unit . The user 
recording unit records the fingerprint of users for the purpose of the maintenance, repair or 
1 0 for providing higher security. 

Background Of The Invention 

Figure 1 is a block diagram of a prior art finger identification device A to verify 
fingerprints. Fingerprint identification device A includes a fingerprint reader unit 1 including 
jfjs an optical read-in system 3 and a photoelectric converter element 7, and an operation 
S| processing unit 2. 

j ! Figure 2 shows a configuration of the fingerprint reader unit 1 . Optical read-in 

H system 3 consists of a light source 4, such as a light-emitting diode or the like; a triangular 
jjjiO prism 5, to which a person's finger f is applied, and which selectively emits light in an optical 
*M pattern corresponding to the pattern of the fingerprint; and a condensing lens 6. Photoelectric 
converter element 7 generates binary electrical signals which correspond to the optical pattern 
focussed by condensing lens 6. The photoelectric converter element 7 might, for example, 
consist of a Charge Coupled Device (CCD). 

25 

In the fingerprint reader unit 1 , when a finger f , which is the object of investigation, 
is placed on the oblique surface of the prism 5, the light from the light source 4 which enters 
the prism 5 is totally reflected by the surface of the prism in conjunction with the grooves of 
the fingerprint (or print). This reflected light travels toward the lens 6. At the ridges of the 
30 print, the light passes through the oblique surface of prism 5 and is scattered by the print. In 
other words, the light is totally reflected by the grooves of the fingerprint and creates the light 
portion of the image, while the light is scattered by the ridges of the print and creates the dark 
portion of the image. The light from light source 4 is thus selectively reflected by the oblique 
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surface of prism 5 in a pattern of light and dark portions which exactly matches the 
fingerprint pattern. The optical pattern of light and dark portions which is reflected by prism 
5 is condensed by the condensing lens 6 and focussed on the photoelectric converter element 
7. The optical pattern focussed on element 7 is converted by element 7 into binary electrical 
signals which are then output, as image data representing the pattern of the fingerprint, to the 
operation processing unit 2. 

As can be seen in Figure 1, the operation processing unit 2 consists of an image data 
processing unit 8, a feature extraction unit 9, a comparison unit 10 and a database unit 11. 
Image data processing unit 8 executes various processing routines such as correcting and 
compressing the image data transmitted from photoelectric converter element 7. Based on a 
specified algorithm known to those skilled in the art, feature extraction unit 9 extracts features 
from the fingerprint pattern (i.e., the image data) processed by image data processing unit 8. 
For example, it might use the scheme disclosed in Japanese Patent publication 5-54129. 
Database unit 11 records, prior to use, the fingerprint data (e.g., the feature count) for 
legitimate or authorized users of the device. Comparison unit 10 compares the fingerprint 
data (e.g., the feature count) extracted by feature extraction unit 9 with the data (or count) for 
the authorized users which are recorded in the database unit 11 and determines whether or not 
they match. 

If comparison unit 10 determines that the fingerprint data matches, it outputs 
judgment data indicating that the match was successful, and a specified operation is executed 
(for example, the door is unlocked and the person is granted entry, or the car engine is 
started). If the match is not successful, comparison unit 10 outputs judgment data indicating 
that it has failed to find a match, and the specified operation is prevented. 

With this sort of fingerprint identification device, it sometimes occurs that judgment 
data indicating a successful match is not output even though the user whose finger is on the 
read-in unit is an authorized user. In this case, the specified operation is prevented. If this 
sort of failure occurs frequently, the device needs to be repaired, and someone needs to 
ascertain where the malfunction is occurring. 

Failures of this sort may be due to a number of causes. The prism of the read-in unit 
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may be scratched; the person's finger may be dirty; or there may be foreign matter stuck to 
the read-in unit or the finger. If any of these things happen, they may cause a problem in the 
data compression routine used by the image data processing unit to compress the fingerprint 
pattern, or the features which distinguish one individual's pattern from another's may be 
5 difficult to extract, or a problem may occur in the comparison program. 

Therefore, such prior art devices to identify fingerprints require much time and effort 
to determine the cause and the location of a malfunction before any repairs could be made. 



10 Summary Of The Invention 

The present invention was developed, inter alia, to solve the problems discussed 
above. One of the objective of the present invention is to provide a fingerprint identification 
device to identify fingerprints which, when malfunctioning, readily allows the location of the 
malfunction to be ascertained relatively simply. 

15 

The fingerprint identification device to identify fingerprints according to the present 
invention is equipped with: 1) a fingerprint reader unit to input a fingerprint to be detected; 
2) a database unit to record a fingerprint database which is provided in advance; 3) a 
fingerprint comparing unit to identify the input fingerprint input by the fingerprint reader unit 
20 by comparing with the fingerprints in the fingerprint database recorded in the database unit; 
and 4) a user recording unit that records the input fingerprint input by the fingerprint reader 
unit. 



When the fingerprint data input via the aforesaid reader unit is compared with the 
25 fingerprint data recorded in the database unit, the input fingerprint data is also recorded in the 
user recording unit. 

The term "fingerprint data" means either the raw fingerprint pattern or processed 
data resulting when the raw data is processed to extract pertinent features. The raw 
30 fingerprint pattern may be the optical pattern of the fingerprint as read optically, the electrical 
pattern achieved by converting the optical pattern to electrical signals, the data resulting from 
compressing the electrical pattern, or other similar data generally capable of being 
substantially restored to the original fingerprint. The processed data is not limited to data 
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representing features extracted from the original image, but may include data from which the 
original image cannot be fully restored. 

The fingerprint identification device to identify fingerprints disclosed above provides 
that the fingerprint data input via the reader unit be stored. When a malfunction occurs, a 
user can try to access the fingerprint data and in this way ascertain whether the cause of the 
problem is in the step prior to obtaining the data or subsequent to it. This will help determine 
the source of the malfunction. This design thus makes it easier to ascertain the location of a 
malfunction when doing inspections or repairs. 

All fingerprint data are stored when someone touches the fingerprint reader unit. It 
also happens when an unauthorized person attempts to touch the reader unit in order to gain 
access. This provides a psychological deterrent effect. If the fingerprint identification device 
is installed in a car or on the door of a building, it will prevent the car from being stolen or 
deter any unauthorized person from entering the building without permission. 

Another aspect of the fingerprint identification device to identify fingerprints 
provides that the fingerprint data input via the aforesaid reader unit is recorded in the 
aforesaid user recording unit only when the fingerprint data which have been input does not 
match those which are already stored in the database unit. 

Since in fact the only time a user's fingerprint data needs to be saved is when the 
match is unsuccessful, choosing this expedient allows economies to be realized in the memory 
capacity of the user recording unit. This also make it less likely that the memory of the user 
recording unit will fill up so that fingerprint data can no longer be recorded. 

Yet another aspect of fingerprint identification device to identify fingerprints 
provides that the fingerprint data recorded in the aforesaid user recording unit is data 
representing raw data of the fingerprint which is input via the fingerprint reader unit. 

In this embodiment, the fingerprint pattern (i.e., the optical pattern, the electrical 
pattern, the compressed data, etc.) is recorded in the user recording unit . This allows a 
greater quantity of fingerprint data to be used and enables the user to make a detailed 



diagnosis of the location and cause of a malfunction. And since the fingerprint itself can be 
restored, the fingerprint identification device can be particularly effective in preventing car 
theft or unauthorized entry to a building. 

5 Still another aspect of fingerprint identification device to identify fingerprints 

provides that the fingerprint data recorded in the aforesaid user recording unit includes a 
feature count extracted from the fingerprint pattern input via the fingerprint reader unit. 

In this embodiment, only the data representing the feature count extracted from the 
10 fingerprint pattern is saved. As a result, only a small quantity of data needs to be saved in the 
user recording unit. This allows the memory capacity in the user recording unit to be put to 
its best use. 

Yet another aspect of fingerprint identification device provides that the user 
1 5 recording unit records a recording history along with the fingerprint data input via the reader 
unit. This recording history could include a variety of data according to a user's needs, such 
as the date and time the fingerprint was recorded or the power supply voltage at that time. 

Since this embodiment saves the recording history along with the fingerprint data, the 
2 0 user can investigate the cause of a malfunction by referring to the date and time that the 
fingerprint identification device first showed signs of trouble. Recording the date in a 
recording history also is an effective deterrent to car theft and unauthorized entry by 
providing additional information about the car theft or unauthorized entry. 



25 Brief Description Of The Drawings 

The accompanying drawings, which are incorporated in and constitute a part of the 
specification, illustrate presently preferred embodiments of the invention, and, together with 
the general description given above and the detailed description of the preferred embodiments 
given below, serve to explain the principles of the invention. 

30 

Figure 1 is a block diagram of a prior art fingerprint identification device to identify 
fingerprints. 
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Figure 2 is a sketch of a fingerprint reader unit. 

Figure 3 is a block diagram of a fingerprint identification device to identify 
fingerprints according to a first preferred embodiment of this invention. 

Figure 4 is a block diagram of another fingerprint identification device to identify 
fingerprints according to a second preferred embodiment of this invention. 

Figure 5 is a block diagram of yet another fingerprint identification device to identify 
fingerprints according to a third preferred embodiment of this invention. 

Figure 6 is a block diagram of still another fingerprint identification device to 
identify fingerprints according to a fourth preferred embodiment of this invention. 

Figure 7 is a block diagram of yet another fingerprint identification device to identify 
fingerprints according to a fifth preferred embodiment of this invention. 

Detailed Description Of The Preferred Embodiments 

Figure 3 is a block diagram of a fingerprint identification device B to identify 
fingerprints, according to the first preferred embodiment of this invention. Fingerprint 
identification device B consists of a fingerprint reader unit 1 and an operation processing unit 
2. Fingerprint reader unit 1 consists of an optical reading system 3 and a photoelectric 
converter element 7. An actual appearance of the fingerprint identification device is as shown 
in Figure 2. When the person places his finger on optical reading system 3, his fingerprint 
pattern is read optically. This optical fingerprint pattern is converted by photoelectric 
converter element 7, such as a CCD or the like, to binary electrical signals (i.e., to image 
data) and output. 

Operation processing unit 2 includes an image data processing unit 8, a feature 
extraction unit 9, a comparison unit 10, a database unit 11, a temporary recording unit 12, a 
write-in processing unit 13 and a user recording unit 14. Database unit 1 1 consists of a 
writable non-volatile memory such as an Electrically Erasable Programmable Read-Only 
Memory (EEPROM). Data concerning feature counts extracted from the fingerprint patterns 



of authorized users (hereafter, "feature count data") are stored prior to use in database unit 
11. The recording scheme is not discussed in detail, but can be implemented by, for 
example, a person pressing his finger on fingerprint reader unit 1 while the fingerprint 
identification device is in a recording mode. Image data processing unit 8 and feature 
extraction unit 9 extract a feature count, and the resulting feature count data are stored in the 
database unit 1 1 . 

Temporary recording unit 12 consists of an inexpensive, erasable volatile memory 
such as a RAM. When the person presses his finger on fingerprint reader unit 1 and his 
fingerprint is read, the fingerprint pattern output by photoelectric converter element 7 in the 
fingerprint reader unit 1 (i.e., the image data) is temporarily saved. 

When photoelectric converter element 7 outputs the fingerprint pattern to image data 
processing unit 8, the image data processing unit 8 executes various processing routines such 
as adjustment or compression routines on the fingerprint pattern (i.e., on the image data). 
Feature extraction unit 9 extracts a feature count from the fingerprint pattern processed by the 
image data processing unit 8 according to a specified algorithm. The feature count data 
extracted in this way by feature extraction unit 9 are transmitted to comparison unit 10. 
Comparison unit 10 reads out feature count data stored in database unit 11 and compares them 
with the feature count data from the current fingerprint to see if they match. 

If the feature count data matches, comparison unit 10 outputs judgment data 
indicating that the match is successful, and transmits a signal indicating the same to write-in 
processing unit 13. When it receives the "match successful" signal from comparison unit 10, 
the write-in processing unit 13 does not execute any processing. Alternatively, it would also 
be acceptable for comparison unit 10 not to send a signal to write-in processing unit 13 in 
case the match is successful. 

If the feature count data does not match, comparison unit 10 outputs judgment data 
indicating that the match is unsuccessful, and transmits a signal indicating the same to write-in 
processing unit 13. When it receives the "match unsuccessful" signal from the comparison 
unit 10, the write-in processing unit 13 transmits the fingerprint pattern stored in temporary 
recording unit 12 to the user recording unit 14, where it is stored. 



User recording unit 14 consists of a writable non-volatile memory such as an 
EEPROM. The fingerprint pattern stored in the user recording unit 14 is saved until an 
erasing routine is executed. If the fingerprint pattern is stored in user recording unit 14 when 
the match is unsuccessful but not when it is successful, the memory can be used 
economically. The fingerprint pattern recorded in temporary recording unit 12 can be erased 
when the next pattern is written over it. 

User recording unit 14 and database unit 11 may be two separate memories, or they 
may be a single memory divided into two regions. Write-in processing unit 13 includes a 
programmed microprocessor (a CPU). A single microprocessor may serve as the processing 
unit 13, the image data processing unit 8, the feature extraction unit 9 and the comparison 
unit 10. 

In this fingerprint identification device B to identify fingerprints, if the fingerprint 
data read by fingerprint reader unit 1 does not match any of the stored fingerprints, the 
fingerprint pattern output by unit 1 is stored in user recording unit 14. Thus if the match is 
unsuccessful, even though the fingerprint pattern that is input belongs to an authorized user, 
the location of the malfunction can be narrowed down. In this embodiment, therefore, since 
the fingerprint pattern output by photoelectric converter element 7 is stored in the user 
recording unit 14, it can be restored in the event of a malfunction. This allows the user to 
determine whether the malfunction occurred in the fingerprint reader unit 1 or the operation 
processing unit 2, thus simplifying the investigation. 

In this embodiment, also, because the fingerprint pattern read by fingerprint reader 
unit 1 is stored in database unit 11, any pattern that is read can be restored in detail. This 
allows the pattern to be studied carefully. 

With the fingerprint identification device B to identify fingerprints of the first 
embodiment, if the feature count data does not match a stored fingerprint feature data, the 
fingerprint pattern is stored in user recording unit 14. This is an effective theft deterrent if 
the fingerprint identification device is installed in a car. To enhance this effect, a sign might 
be displayed in the car indicating that fingerprints which do not match those of an authorized 
driver will be stored, and an alarm could sound when the prints do not match. 
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Figure 4 is a block diagram of a fingerprint identification device C to identify 
fingerprints according to a second preferred embodiment of this invention. In the fingerprint 
identification device C, the fingerprint pattern (or image pattern) resulting from the 
adjustment or compression routines executed by image data processing unit 8 is stored in the 
5 temporary recording unit 12. If the match is unsuccessful, this pattern is saved in the user 
recording unit 14. 

In this embodiment, the fingerprint pattern stored in user recording unit 14 consists 
of the compressed data processed by image data processing unit 8. The use of compressed 
10 data further reduces the consumption of user recording unit 14. Also, with this embodiment, 
the user can determine in the case of a malfunction whether the problem is visible in the 
pattern before the feature count is extracted by feature extraction unit 9 or whether it showed 
q up in the data after the feature count is extracted. This simplifies the investigation of 

*y malfunctions. Furthermore, the compressed image data can be readily restored to the original 

!t! 

UTL5 image (i.e., the fingerprint pattern), so this embodiment has the same theft-deterrent effect as 

O 

*d the first embodiment. 

I ri 

Figure 5 is a block diagram of a fingerprint identification device D to identify 
\*k fingerprints, according to a third preferred embodiment of this invention. In the fingerprint 
!ij20 identification device D, the feature count data output by the feature extraction unit 9 is stored 
*B in the temporary recording unit 12. In the event that the prints do not match, the feature 
count data are saved in the user recording unit 14. 

Since in this embodiment only the feature count data extracted by feature extraction 
25 unit 9 are stored in user recording unit 14, the memory consumption of user recording unit 14 
is further reduced. Also, in this embodiment, it is possible to determine in the event of a 
malfunction whether the problem shows up in the feature count data extracted by feature 
extraction unit 9, or whether the problem lies in the matching processing executed by 
comparison unit 10. This simplifies the investigation of malfunctions. Since the feature 
30 count data can be used to distinguish one person from another, this scheme also provides a 
theft-deterrent effect. 

In the embodiments discussed above, a single fingerprint pattern or set of feature 
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count data is stored in a storage unit. However, if two or more patterns or sets of data were 
stored, the location of a malfunction could be determined with greater specificity. 

Figure 6 is a block diagram of a fingerprint identification device E to identify 
5 fingerprints, according to a fourth preferred embodiment of this invention. In the fingerprint 
identification device E, the fingerprint pattern output by the fingerprint reader 1 is stored in 
the temporary recording unit 12. This pattern may be either the one output by the image data 
processing unit 8 or the feature count data output by the feature extraction unit 9. If the 
comparison unit 10 finds that the prints do not match, write-in processing unit 13 retrieves the 
10 pattern stored in the temporary recording unit 12 and saves it in the user recording unit 14 
along with the date and time data which is read out of a date counter 15 (generating/storing 
month, date and time data). Date counter 15 may be a counter built into a microprocessor 
q used as the write-in processing unit 13. This counter, for example, adds the time which has 

elapsed since fingerprint identification device E was installed and began operating, and 
Ul5 determines the date and time according to this elapsed time value. 

!*; Since in this embodiment the time that the prints are matched is recorded, the print 

* patterns which are read can be inspected in the order that they were taken. For example, if 
\=k the density of the image is fading gradually over time, one can conclude that prism 5 of 
;i20 fingerprint reader unit 1 is gradually getting dirtier. One can also determine whether the 
results of matching are different at night from what they are in the daytime. This feature 
further enhances the crime-deterrent effect of the fingerprint identification device. 

The recording history stored in user recording unit 14 along with the fingerprint 
25 pattern need not be limited to date and time data. Power supply voltage or other similar 
information could also be recorded with the fingerprint. 

Figure 7 is a block diagram of a fingerprint identification device F to identify 
fingerprints, according to a fifth preferred embodiment of this invention. In the fingerprint 
30 identification device F, the fingerprint pattern (and the date and time data) are stored in the 
user recording unit 14 regardless of the result of the matching done by comparison unit 10. 
In this embodiment, although user recording unit 14 requires a large memory capacity, the 
configuration of the device is simplified. There is also a large amount of data available to 
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investigate the cause when a malfunction occurs, which makes it possible to determine in 
great detail the source of the problem. 

Other embodiments of the invention will be apparent to those skilled in the art from a 
consideration of the specification and the practice of the invention disclosed herein. It is 
intended that the specification be considered as exemplary only, with the true scope and spirit 
of the invention being indicated by the following claims. 



